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1 OVERVIEW

MS51 & ML51 series with an additional include special 128 bytes security protection memory (SPROM)
to enhance the security and protection of customer application. To facilitate programming and
verification, the Flash allows to be programmed and read electronically by parallel Writer or In-Circuit-
Programming (ICP). Once the code is confirmed, user can lock the code for security.

SPROM start address from FF80H, if the last byte (FFFFH) is the lock bit of SPROM, if this byte value
is not FFH, whole SPROM can’t be read out, include IAP / ICP or MOVC instruction, also can’t setting
break point when in OCD mode.
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2 SPROM FUNCTION DESCRIPTION

2.1 Security Protection Memory (SPROM)

The security protection memory (SPROM) is used to store instructions for security application. The
SPROM includes 128 bytes at location address FF80H ~ FFFFH and doesn’t support “whole chip
erase command”. Figure 2.1-1 SPROM Memory Mapping And SPROM Security Mode shows that the
last byte of SPROM (address: FFFFH) is used to identify the SPROM code is non-secured or secured

mode.
|
FFFFH ‘
SPROM | FFFFH
FF8OH | : ! OXFF Others
| | } 7777777777777777777 FFFEH| _____
| N
! ! SPROM SPROM
3FFFH ‘ Non-security mode Security mode
! FF80H
3C00H"
3800H™ !
3400H™ !
3000HM [T }
\
APROM |
16K bytes }
0000H }
CHPCON[1] BS = 0 \

Figure 2.1-1 SPROM Memory Mapping And SPROM Security Mode

(1) SPROM non-secured mode (the last byte is OXFF). The access behavior of SPROM is the same with
APROM and LDROM. All area can be read by CPU or ISP command, and can be erased and
programmed by ISP command.

(2) SPROM secured mode (the last byte is not OxFF). In order to conceal SPROM code in secured
mode, CPU only can perform instruction fetch and get data from SPROM when CPU is run at SPROM
area. Otherwise, CPU will get all 00H for data access. In order to protect SPROM, the CPU instruction
fetch will also get zero value when ICE (OCD) port is connected in secured code. At this mode, SPROM
doesn’t support ISP program, read or erase.
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2.2 How To Coding Sprom Code In Keil Project
Main loop call SPROM code, for example call SPROM function “SPROM_CODE();”

Project L main.C ProtectBit.C SPROM.C STARTUP.A51 ui
E-824 Const 18
525 Source Group 1 19
main.C 20 wvoid -main- (void) -
ProtectBit.C 21 (¢
SPROM.C 22 | .. MODIFY HIRC 24():
23 | ... .set IAPUEN SPMEM: - - - - .- . //Enable - SPROM
"{:‘ Common 24 | ... ALL GPIO QUAST MODE; - - - - - // -Define in F
B3 Startup 25 | ... .P16_QUAST MODE;
26 UART Open (24000000, UARTO Timerl, 115200);
27 | - ENABLE UBRRTO PRINTF;:
28 | - while(1)
29 - {
S0 ||| P SPROM CODE () |
31 | .- printf. ("\n SPTEMP=.0x3BX", -SETEMP);
32 | .. Timer0 Delay (24000000,300,1000);
33 }
34 [
35 |3
SPROM code: File name SPROM.c.
Project L= main.C ProtectBit.C SPROM.C
=523 Const T
= 12
A3 AR R R R AR AR A AR R R A AR R R A AR R R AR AR
14 //  File Function: -M551 locate-
A5 [ AR R R R A AR AR A AR R R A AR R R A AR R AR AR

16 #include "MS51.h"
17 #include "SPROM.h"

{77 Common
Ea Startup 18

19 unsigned char  -SPTEMP=1;

21 void SPROM_CODE - (void)
22 01
23 | - .p12 = ~p12;

@ 22 | SPTEMP++;:

26 |}

SPROM Secuirty bit control code: File name ProtectBit.c.
IF code define as OxFF for unlock, define as 0x00 for lock SPROM.

Project L] main.C ProtectBit.C SPROM.C
=-#24 Const 12
EIS Source Group 1 R e T T T T
main.C 14 //--File Function: -N76E003 GPIO demo-code
rotectBit.C 15 SRR R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R AR AR R R AR R AR AR R AR R R R R R R
PROM.C 16 #include- "MS551.h"
' 17
{7 Common i ¥
E-E3 Startup 19 Hunsigned - char - code -protect - [] -=-{-
: 20 | OXFF - - - - - - - - - //Setting for -un-lock status, -mark-it-if -need-lock
21 J,I'J,I'OXOO ...................... J,I'J,(Settingfor]'_ock
22 | }:
23

Setting the SPROM address and Protect bit address in options / BL51 Locate.
SPROM code locate in OxFF80, protect bit locate in OXFFFF.

Options for Target 'Const’ M
Device | Target | Output | Listing | User | C51 | A51 BL51 Misc | Debug | Utilties |

[ Use Memory Layout from Target Diglog

Code Range: I
Space Base Segments: Xdata Range: I
Code: I?F‘F{?SF‘F{OI'U'I_CODE?SF‘F{OM[[b:FFEJD}.?CO?PHOTECTBIT{{kFFFF]

Kdata I
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To find the option “Code” marco name: check projet.m51 file

Project folder\Lst\project.m51 file

Name
B delay.lst
Name ‘ B main.lst
B ProtectBit.Ist
i LST B SPROM.Ist
i Qutput || SPROM.mS51
| Nu_Link_8051_Driver.ini B STARTUP.Ist
| SPROM.uvopt B sysst
& SPROM.uvproj B uvartlst

->

After define the SPROM and SPROM security bit memory mapping
SPROM locate in FF80 and Protectbit locate in FFFF.

77 CODE OD55H 0010H UNIT 2CO?MAIN
78 CODE ODE5H 0004H UNIT ?C_INITSEG

79 ODE9H F217H wxx GAP *%®

&0 CODE 0O00SH UNIT ?PR?SPROM_CCDE?SPROM
81 FF85H 00TAH wkx GAP *%%

8z CODE FFFFH 0001H UNIT ?CO?PROTECTEBIT

Before difine the location (without setting address in options)

77 CODE ODSSH 0010H UNIT PCO?HMATN
78 CODE JDasH 0005H UNIT ?PR?5PROM CODE ?SPRO]‘:d

79 CCDE ODeAH 0004H UNIT ?C_INITSEG
80 CCDE 0001H UNIT ?CO?PROTECTBIT

Before download or enter debug mode enable “Update SPROM” is necessary.
' Options for Target 'Const >

Device | Target | Output | Lising | User | C51 | AS1 | BL51 Locate | BLS1 Misc | Debug  Uites |

{ rConfigure Flash Menu Command Mu-Link Driver Setup X

' |se Target Driverfor Flash Programming [~ UseD — NurLirk

IN”"W’” 8051 Keil C51 Driver LI Seftings | ¥ Updat Diriver Wersion; IESDSr2 ICE Wersion: IESUS
Init File::
e - e Memorp-Aocess Whil Runni
emory-bocess Whils Bunning

" Use Exemal Tool for Flash Programming Max Clock: I‘kaHZ j'

{ [~ Enable Memon-tccess
c d'| V¥ Erable PCLE
| ommand: Period: | 1000 ms
Nguments:l
™ Fun Independent  Flagh Programming
* Erage Ful Chip ¥ Program Flazh
| —Conrfigure Image File Processing (FCARM): LOAD P "
¥ E Uzed Sect v ety Flash

{ Output File: Add Output File to Group 835 e SeE0rs S nes
| | © DaMNot Erase ¥ Update SPROM
1 Source Group 1

Image Files Root Folder: [~ Gene| Supparting Farum

EM: http: A/ forum. nuvoton. com.

SC: hittp: Afwians. muvaton-meu. comdform. php
I

OK |  Cancel |  Defauts | Help
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2.3 How To Create The Bin File of APROM and SPROM

Choose run “Options -> User -> Run User Programs After Build/Rebuild as following”

| Options for Target 'Const’ M

Device | Target | Output | Listing [User ] | c51 | A51 | BL5T Locate | BLS1 Misc | Debug | Utites |

— Run User Programs Before Compilation of a C/C++ File
I Rn#l: | .| poste

Stop Build/Rebuild #1 on Exit Code: I Not Specified 'l

[~ Run #2: I J L

Stop Build/Rebuild #2 on Exit Code: | Mot Specified v[

—Run User Programs Before Build/Rebuild

I Run#: | | posts
[ Run#2: I J W|ZiEE
— Run User Programs After Build/Rebuild
I~ Run #1: I..\..\..\..\Libmry\Stanup\eme\hexﬁnin.em Soutput V@1 hes: J]‘ DOS16
|_ ¥ Run m;l [N \brany\Startupexe\hexbin exe .\outert\@L.hex[btﬂ[bdDDﬂlkFF&ﬂ[b(&ﬂJr DOS16
¥ Besp When Complete [~ Start Debugging

QK I Cancel Defaults Help
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The meaning of hex2bin excute file define:
— Run User Programs After Build/Rebuild

[~ Run#1:

|..x..x..x..xmewatanupm\hexzbin.m Soutput @1 hex

J [~ DOS16

v Beep When Complete

[ Start Debugaing

W Run#2: [\ \ibrary\Statup\exe'\hex2bin exe \output\@L hex (0 (1000 BFFE0 BB J [~ DOS16

APROM start address

APROM bin file size define

SPROM start address

SPROM bin file size define

0x0

0x1000

OxFF80

0x80

To fine APROM size check with .m51 file.
For example in this project the APROM size must be larger than 0x0D69.

CODE 0DS5H 00108 UNIT 2COPMAIN

78 CODE _OD&SH 0004H UNTT 2C_INITSEG]

79 F217H wxw GAP #xw

80 CODE  FFBOH 0005H ONIT 2PR?SPROM_CODE?SPROM
81 FF85H 007RH #xx GAP %%

8z CODE  FFFFH 0001H ONTT 2CO?PROTECTEIT

Note: this hex2bin.exe is only released by nuvoton. Please download nuvoton MS51 BSP package.
Github: https://github.com/OpenNuvoton/MS51 BSP_KEIL
https://github.com/OpenNuvoton/ML51 BSP_KEIL

Find in “Output” folder to find the bin file
For APROM code: SPROM.bin
For SPROM code: SPROML1.bin

-~

Marme Size
*3 delay.obj 146 KB
#3 main.obj 140 KB
#3 ProtectBit.obj 138 KB
|| SPROM 843 KB
® SPROM.bin 4 KB
@] SPROM.hex 10 KB
|| SPROM.Inp 1KB
#3 SPROM.obj 138 KB
|| SPROM.plg 0 KB
| @ SPROML.bin 1KB
#3 STARTUP.obj 1KB
#3 cys.obj 142 KB
#3 vart.obj 144 KB
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3 REVISION HISTORY

Date Revision Description

2019.05.206 1.00 Initial release
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Important Notice

Nuvoton Products are neither intended nor warranted for usage in systems or equipment, any
malfunction or failure of which may cause loss of human life, bodily injury or severe property
damage. Such applications are deemed, “Insecure Usage”.

Insecure usage includes, but is not limited to: equipment for surgical implementation, atomic
energy control instruments, airplane or spaceship instruments, the control or operation of
dynamic, brake or safety systems designed for vehicular use, traffic signal instruments, all types
of safety devices, and other applications intended to support or sustain life.

All Insecure Usage shall be made at customer’s risk, and in the event that third parties lay claims
to Nuvoton as a result of customer’s Insecure Usage, customer shall indemnify the damages
and liabilities thus incurred by Nuvoton.

Flease note that all data and specifications are subject to change without notice.
All the trademarks of products and companies mentioned in this datasheet belong to their respective owners.
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